
Fault Diagnosis and Analysis of 
Automobile CAN Bus Communication

This paper introduces the composition and working principle of CAN

(Controller Area Network) bus communication system and describes several

typical systems in detail. On this basis, the paper explains the application of

CAN bus system in fault diagnosis. The conclusion shows that the proposed

fault diagnosis logic CAN be used for vehicle fault diagnosis and analysis.

Conclusion

At present, CAN bus communication technology is widely used in vehicles

and realizes the information exchange between vehicle control modules.

The failure of CAN bus will lead to the failure of a system or control

module. The fault diagnosis of CAN bus communication is also a challenge

for automobile repairmen. On the basis of introducing the working

principle of CAN bus, this paper explains the logic of fault diagnosis and

fault detection method, which is of great signifiCANce to quickly and

accurately judge the fault of CAN bus system.

Introduction

With the development of automobile technology, the number of sensors and

controllers on automobiles is increasing. Some signals of sensors as

commom signal are used in multiple systems. For example, engine control

unit and instrument control unit collecting signals of water temperature

sensor, engine speed sensor, vehicle speed sensor to control the normal

operation of the vehicle. Serial data bus technology CAN can not only

optimize the circuit but also reduce the cost and improve the reliability of

automobile working condition. CAN is a serial communication network that

effectively supports distributed control or real-time control,It belongs to the

category of fieldbus [1]. When the CAN bus communication fails, a module

of the bus receiving and sending data failed ,besides it can even paralyze the

overall bus system, leading to the vehicle not working at all. Failure

diagnosis for CAN bus communication must be based on knowing how it

works.

Figure 1. CAN bus system structure. Figure 3. Low-speed CAN bus waveform
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Abstract

Composition of the can bus system

High speed CAN is also called power CAN. The vehicle power system

includes engine system, transmission system, power steering system, ABS

system and airbag system.

The communication rate of low-speed CAN bus is 125kbit/S (125kbit =

125000bit), 125000 zeros or ones CAN be delivered in one second, and the

time of each bit is 8us. Low speed CAN bus, also known as comfort CAN

bus and fault-tolerant CAN bus, is commonly used in body electrical system.

The communication protocol of single line CAN bus is the same as that of

high-speed CAN and low-speed CAN, but the communication rate is

different. The communication rate of single line CAN is 15kbit / s, 15000

zeros or ones CAN be delivered per second, and the time of each bit is 65us.

Therefore, only one line is needed to realize data transmission. Single line

CAN communication protocol is the same as CAN. Single line CAN line is

often used in comfort system because of its low communication rate.

There is a 120 Ω terminal resistance between CAN-H and CAN-L lines at the

end of the data bus, and the data symbols 1 and 0 are transmitted sequentially

at the rate of 500 kbit / s, The data transmitted by the bus is represented by

the voltage difference between the CAN-H signal voltage and the CAN-L

signal voltage [5]. When the two line buses are stationary, the CAN-H and

CAN-L signal lines are not driven, representing logic "0". In this state, the

voltage of both signal lines is 2.5V, and the voltage difference is about 0V.

When the transmission logic "1", the CAN-H signal line voltage is pulled up

to about 3.5V, the CAN-Low speed line voltage is pulled down to about 1.5V,

and the voltage difference is about 2.0 (+ / - 0.5) v. Power CAN bus signal

data is shown in Table Ⅰ.The direction of the magnetic field generated by the

changed voltage of the two lines is just opposite. The two lines are twisted

together, and the two magnetic fields offset each other. There is no external

electromagnetic interference. When there is external signal interference with

one line, the terminal resistance will change the voltage of the two lines at the

same time, and the differential signal CAN not be generated. This is the

principle that the power CAN bus uses twisted pair and terminal resistance to

reduce and uses differential signal anti-interference.

Figure 4. Single-line CAN bus waveform.
Figure 11. Waveform of CAN-L virtual 

connection to ground.


